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Design and implementation of low-cost hardware architecture for
authentication encryption algorithm SM4-GCM
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School of Computer and Software Engineering, Nanjing Vocational University of Industry Technology, Nanjing 210021, China

Abstract: The internet of things (IoT) has gained wide adoption across various industries, driving digitalization and intel-
ligence in industry applications. However, the data collected by IoT devices in some industry applications may be closely
linked to user privacy and property security. To ensure the security of such data, a cost-effective, multifunctional hard-
ware architecture design based on the Chinese authenticated encryption algorithm SM4-GCM (Galois/Counter Mode)
was proposed, which offered a balanced approach to performance, cost, and hardware-level data confidentiality and in-
tegrity assurance, and supported three operation modes: SM4-CTR, SM4-ECB, and SM4-GCM. The implementation re-
sults on the field programmable gate array (FPGA) development board demonstrate that the design requires only 1 761
look-up tables and 1 825 registers, occupies only 604 slices, and has a throughput rate of 39.78 Mbit/s@100 MHz. These
results suggest that the proposed design can effectively meet the requirements of [oT data security applications.
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2, AT AT Sk AR PO 2 4 T L

SM4 % /it F fe il (SM4-GCM, SM4
based Galois/Counter Mode) & W50y 4E [417F IETF
RFC8998!" VA2 A7 FrI A AE In 25 B3 o 5 5 B9 1y s
DT RFEER 3 P ARSI B[R] ST
TR A S o 5 30 S BRI A By ) S B 5 AR L
ARSI EA LA 3 e 1 4ol 3 B0 T A Bk )
KRB Z IR 5. Eo, ARSI RE m ThFE
fiks Fox, B SEIA KB CPU MR 44, A%
THINIAE =, ARSI R R %
AP

R T RN A AR A A ST [ 4 K Y i 2
ENHYEG, B, BRIl SM4-GCM B
IRASRE AR SRR o
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SM4-GCM 2R [E 7 R0 ik AniE SM4 5
GCM 454, HALE SM4 iH%3s (SM4-CTR, SM4
based Counter) #E AN e % (GHASH, Galois
Hash) #z(, SM4-GCM HilnaEE WA 1 fiw,
AUE RN M OR R, )5 TR e B R

SM4-CTR 248 TAE/ETH A T 1) SM4 5
%, RIEAXWA) s, Hd, PT, AL, CT;
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(DT
g | s N
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PlainText(128 bit) j Y
PT(i) v
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CipherText(128 bit)
CT(i)
B 1 SM4-GCM iRz
CT, = PT, ® SM4(Cnt, Key) (1)

GHASH 53 Tk B A BIGIEEEE (AAD,
additional authenticated data). 25 FIAIE%# BT
A B DA R B s K s A, HRIA X (2)
s, Hdr, Yo AT A EIESGEE AR, v
YRTEIRPUE H AR, H 2 128 bit 0 1) SM4 i
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Data SEI— /MR GHASH 254 R R 5
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[21] SM4-GCM GPU [ ERTE
[22] SM4-GCM FPGA [ e
[23] SM4-GCM FPGA e fE
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[25] SM4-XTS FPGA P g
[26] SM4-CBC ASIC g
[27] SM4 FPGA g
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PR AREE 5 PR BLECE, 3 R TV, 5.
AAD. WSCUL K AAD/BISCIKE . SRAUAE], %
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o clk
o rst.n
o wen_i |
> B waddr_i[4:0] N 00 E 00 ‘
8 wdata_i[31:0] 00000000 ':m] 00 : 0000 \,\r,um,u,u,u:
o ren_i 0 | | |
8 raddr_i[4:0] 00 00 i
> ®F rdata_o[31:0] 00000000 i
% INTERNAL-SIGNALSs
> M cs[2:0]
> W data_q[127:0]
¢ work_done |
W nonce_q[127:0] 00001234567800( | 0 000( {0000 0000
> B length_aad[63:0] 00000000000000 (00 { 0000
> W length_payload[63:0] 00000000000000C /00000000 0000 {0000 0000
> & h_ghash_q[127:0] 2677f46b09c122cq [0
> W' ghash_q[127:0] 00000000000000( 0000 3
10. 000000 us 20. 000000 us 30.000000 us
9 SM4-GCM FE A Hak e
41 HEHE # (LUT, look-up table) & fFastiil, HH
AL RFC8998 Rt SMA-GCM Finf] W /T (slice) UM 4.54%.
ol oA B (e B 128 bit 8. 1V, s G o—
AAD ¥ FIISC, 418 A 128 bit %mS, It -
. \ NS Eiztan oA a4
1024bit), MOTELEERE, ERIGINER 55 % - -
WOl — 80 EVIASCRET R T IERR Y. Fent S 0E Seettt Het 3
i LT 20 AR B SRS 02 I Sice Registes e 172%
T2 574 AR, PR PR 5 R Oy slice 604 4.54%
39.78 Mbit/s @ 100 MHz. Block RAM 0 0
DSP 0 0

=2 BERIFHER
Febr PRAL &
4 2574 Cycle
HkE 0.397 8 bit/Cycle

39.78 Mbit/s@100 MHz

4.2 FPGA HFEFH

ARILWAHTE FPGA O F Xilinx ZYNQ 7020
(x¢7z020clg400-1) FSEZHL, FPGA i HF45 I
* 3. ALE T A M# H Block RAM FIE 715 5 Ak
2% (DSP, digital signal processor), &5 F 7

4.3 FPGA WRIEIE

K 10 /23T Xilink ZYNQ #2191 F (SoC,
system-on-chip) FR%t. WK 8T e 4 DLAF it it
S EN 1P (B 4&H ipSM4_GCM_0 115
HO. B 11 N EBEIEREE, A7 — 6 2234 Xilink
Vivado 2022.1 A1 Vitis 2022.1 FPGA JT kK EHHHI%E
AT —HPYNQ Z2 TF &, 3 @i USB
BORER, B 12 AR D%, S0
SRR
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rst_ps7_0_100M

slowest_sync_clk mb_reset]

bus_struct_reset[0.0]
peripheral_reset[0.0]
interconnect_aresetn[0.0
peripheral _aresetn[0:0

ext_reset_in
Qaux_reset_in

mb_debug_sys_rst

ps7_0_axi_periph

=i dem_locked

Processor System Reset

processing_system7_0

i
=i+ S00_AXIT
ACLK ipSM4_GCM_0
ARESETN .Y.
S00 ACLK MM MO0 AXI+ | e - S00_ AXT
S00_ARESETN miam 500_axi_aclk
IMOO_ACLK 00 axi_aresetn
100_ARESETN
SM4_GCM(Pre-Production)

AXI Interconnect

DDR+||} {>bor
FIXED_10+ |} { FIXED_IO
M_AXI_GPO_ACLKZYNQ‘ MUZ?GINEI:gI "

FCLK_CLKO)
FCLKiRESEToiNF

ZYNQT7 Processing System

10 JRAVSUEFE Y SoC KRG

4.4 EKEEER
SM4-GCM HESEHIXT L W 4, wTLLE H,

AN AR SCBE T TH] [ A BB X B s A I FH A3, 1 At
SCHR IS 1) PR e AT . UBAN ], B FR AR AN A,
PRI, A ST ) B AL BT T AR A ANV RE ALK, 1R
JB LA R AN R 75 3R, G SR Rk I RS A
W LoRa HIHRE# 2N 0.3~50 kbit/s, NB-IoT _E47F1
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